BHKBN

ENTERPRISE SOLUTIONS

HKBN Al+ Personal Data and Privacy Policy Statement

This Personal Data and Privacy Policy Statement ("Statement") explains how HKBN
Enterprise Solutions Limited ("HKBNES", "we", "us" or "our")collects, uses, processes,
stores, transfers, discloses and protects personal data in connection with the use of
HKBN Al+, including its artificial intelligence services, applications, portals, interfaces,
APIls and related functionalities. This Statement should be read together with the HKBN
Group Personal Data & Privacy Policy Statement and the HKBN Al+ Terms of Use.

1. Introduction

HKBNES is committed to protecting the privacy and personal data of our customers,
users, business partners and visitors.

This Statement applies to all users of HKBN Al+ and explains:
¢ what personal data we collect;
¢ how we use and process that data;
¢ how Al technologies may process data;
¢ how we safeguard personal data;
¢ when we share data with third parties; and
e yourrights regarding your personal data.
This Statement is prepared in accordance with:
o the Personal Data (Privacy) Ordinance (Cap. 486) of Hong Kong ("PDPQ");

e guidance published by the Office of the Privacy Commissioner for Personal Data,
Hong Kong ("PCPD"); and

o Personal Data & Privacy Policy Statement (available at:
https://www.hkbnes.com/web/personal-data-privacy-policy-statement/).

In the event of any inconsistency between this Statement and the Terms of Use
concerning matters relating to personal data, this Statement shall prevail. For the
avoidance of doubt, the details of the collection, compilation, retention, use, disclosure
and processing of your personal data and any further information about the Services set
out in the Personal Data & Privacy Policy Statement
(https://www.hkbnes.com/web/personal-data-privacy-policy-statement/) shall be
incorporated into this Statement in its entirety.

2. Scope of Application
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This Statement applies to personal data collected through:

HKBN Al+ web portals;

HKBN Al+ mobile applications;

HKBN Al+ desktop applications;

APIs and integrations;

Al assistants and agents;

customer support channels;

training and onboarding activities; and

any related HKBN Al+ services.

This Statement applies whether you access HKBN Al+ as:

an individual user;

an employee of a corporate customer;
a business partner;

a contractor; or

an authorised representative of an organisation.

3. Personal Data We Collect

We collect personal data that is reasonably necessary to provide, maintain, secure and

improve HKBN Al+ services.

3.1 Information You Provide Directly

We may collect:

Account Information

name;
business email address;
company hame;
department;

job title;

employee identification information;
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e authentication credentials.
Profile Information

e language preferences;

e account settings;

e notification preferences;

e user configurations.
Communications

e customer support requests;

o feedback;

e sSurveys;

e correspondence;

e complaintrecords.

3.2 Al Service Data
When you use HKBN Al+, we may collect:
User Inputs
Information submitted to HKBN Al+, including:
e prompts;
e instructions;
e questions;
o text;
o files;
e documents;
e spreadsheets;

e presentations;

e images;
e audio;
e video;
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code;

datasets.

Outputs

Al-generated responses, including:

text;

summaries;
recommendations;
generated documents;
analyses;

reports;

code;

images;

workflow outputs.

Conversation Records

chat history;
session records;
interaction logs;
user feedback;

prompt-response history.

3.3 Technical Information

We may automatically collect:

IP addresses;

device identifiers;

operating system information;
browser information;

access timestamps;

usage statistics;

diagnostic information;
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¢ system logs;
e security logs.

3.4 Information from Organisations

Where HKBN Al+ is deployed as an enterprise service, we may receive information from

your employer or organisation including:
¢ business contact information;
e user provisioning details;
e accessrights;
e organisational hierarchy;

e directory service information.

4. Personal Data We Recommend You Do Not Submit

Unless necessary and authorised, users should avoid submitting:

¢ Hong Kong ldentity Card numbers;
e passport numbers;

e banking credentials;

¢ credit card information;

e healthrecords;

e biometric data;

e criminal conviction information;

e trade secrets;

e legally privileged information;

o confidential customer information.

Users remain responsible for ensuring that information uploaded to HKBN Al+ complies

with applicable laws, regulations and internal governance requirements.

5. How We Use Personal Data

We use personal data only for legitimate and lawful purposes.

5.1 Service Delivery

HKBNES_HKBN Al+_PDPPS_20260730



BHKBN

ENTERPRISE SOLUTIONS

To:
e create user accounts;
e authenticate users;
e provide Al functionalities;
e process requests;
e maintain service availability;
e provide technical support.
5.2 Security and Compliance
To:
e detect fraud;
e prevent misuse;
e identify cybersecurity threats;
e investigate incidents;

e maintain audit trails;

comply with legal and regulatory obligations.
5.3 Service Improvement
To:

e improve user experience;

e identify technicalissues;

e evaluate performance;

e enhance system reliability;

e develop new features.

Where practical, HKBNES will use aggregated, anonymised or de-identified information
for such purposes.

6. Al Processing and Transparency

6.1 Use of Artificial Intelligence Technologies

HKBN Al+ uses artificial intelligence technologies including:
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e large language models;

¢ machine learning systems;

e retrieval-augmented generation systems;
¢ intelligent agents;

e automation engines.

These technologies may process User Inputs to generate Outputs in accordance with
your requests.

6.2 Third-Party Al Service Providers
HKBN Al+ may utilise Al technologies supplied by third-party Al providers.
Where a specific Al model is selected or enabled:

¢ UserInputs may be transmitted to the provider;

 Outputs may be generated using the provider's technologies;

e the provider may process information in accordance with its applicable
contractual and privacy obligations.

HKBNES will take reasonable steps to engage providers with appropriate privacy,
security and governance standards.

6.3 Al Interaction Records
HKBNES may retain records of:
e prompts;
e interactions;
e conversation history;
e generated outputs;

e system activities;

usage logs.
These records may be used for:
e troubleshooting;

e service support;
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e cybersecurity monitoring;
e abuse prevention;

e regulatory compliance;

e quality assurance;

e service optimisation.

7. Al-Generated Content, Human Oversight and Al Hallucinations
7.1 Al Output Accuracy
HKBNES does not guarantee that Outputs generated by HKBN Al+ are:
e accurate;
e complete;
e current;
o reliable;
e unbiased;
e suitable for any specific purpose.

Artificial intelligence technologies may produce inaccurate or incomplete information.
Users should independently verify any Output before relying on it.

7.2 Al Hallucination Notice

Artificial intelligence systems may occasionally generate fabricated, misleading or
incorrect information ("Al Hallucinations").

Examples may include:
o fictional facts;
e incorrect legal references;
o fabricated citations;
e mistaken calculations;
e inaccurate interpretations;

e misleading recommendations.
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Users should not assume that Al-generated content has been independently verified by
HKBNES.

7.3 Human Oversight
HKBN Al+ is intended to assist human users and not replace human judgment.

Users should implement appropriate human review before using Al-generated content
for:

business decisions;

¢ legal matters;

e regulatory submissions;
¢ employment decisions;
o financial decisions;

¢ healthcare purposes;

e cybersecurity matters;
¢ public safety activities.

Final decisions remain the responsibility of the user or organisation using HKBN Al+.

8. Model Training and Service Improvement
Unless otherwise specifically agreed:

HKBNES will not use Customer Content submitted through HKBN Al+ to train
foundation Al models for unrelated third parties. "Customer Content" means any text,
prompts, instructions, questions, files, images, audio, video, code, data or other
content submitted by a user (“User Input”) and any content generated, produced or
returned by HKBN Al+ in response to a User Input,

Where Customer Content is used for service improvement, HKBNES will implement
appropriate safeguards, including:

e access controls;
e data minimisation;
e de-identification techniques;

e contractual controls;
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e security measures.

Where consent is legally required, HKBNES will obtain such consent before proceeding.

9. Cookies and Similar Technologies
HKBN Al+ may use:

e cookies;

e session identifiers;

e local storage;

e analytics technologies;

authentication tokens.

These technologies are used to:
e oOperate the platform;
e« improve functionality;
¢ maintain security;
e enhance user experience.

Users may manage certain cookie settings through browser controls.

10. Disclosure and Sharing of Personal Data
HKBNES does not sell personal data.

All personal data collected and held by HKBNES will be kept confidential, but disclosure
may be necessary for us to (A) comply with any statutory or legal obligations or
requirements, or (B) provide the Services to you, or (C) carry out the original purpose, or
a directly related purpose specified above, for which the personal data were collected.
In such cases, we may disclose personal data to:

Service Providers
e cloud service providers;
e hosting providers;
e security vendors;

e support providers;
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analytics providers.

Professional Advisors

auditors;
lawyers;

consultants.

Authorities

regulators;
courts;
law enforcement agencies;

government authorities.

11. Cross-Border Data Transfers

Personal data may be processed or stored:

in Hong Kong;
in jurisdictions where HKBNES operates;
in locations used by cloud providers;

in locations used by Al service providers.

HKBNES willimplement appropriate contractual, technical and organisational

safeguards designed to provide a level of protection comparable to that required under

applicable laws.

12. Data Security

HKBNES implement reasonable security measures including:

encryption in transit;

encryption at rest where appropriate;
access controls;

multi-factor authentication;

security monitoring;

audit logging;
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vulnerability management;

incident response procedures.

No transmission system or storage system can be guaranteed to be completely secure.

13. Data Retention

Personal data will be retained only for as long as necessary to:

fulfil the purposes described in this Statement;
meet legal requirements;

support dispute resolution;

maintain security records;

protect legitimate business interests.

Data may thereafter be deleted, anonymised or aggregated.

14. Your Privacy Rights

Subject to applicable laws, you may have the right to:

request access to your personal data;

request correction of inaccurate data;

request deletion where appropriate;

object to certain processing activities;
withdraw consent where consentis relied upon;

inquire about HKBNES privacy practices.

HKBNES will respond to requests in accordance with applicable legal requirements.

15. Direct Marketing

HKBNES will not use personal data for direct marketing purposes without obtaining any

consent required under applicable law.

Where consent has been provided, users may withdraw consent at any time without
charge.
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16. Protection of Children
HKBN Al+ is not directed at children.

HKBNES does not knowingly collect personal data from children without appropriate
consent from a parent or legal guardian.

17. Changes to this Statement
HKBNES may update this Statement periodically.

Material changes may be communicated through:

the HKBN Al+ platform;

website notices;

email notifications; or

other reasonable communication channels.

18. Contact Us

HKBN Enterprise Solutions Limited
Personal Data Officer

(Marked Confidential)

Address: 11/F &19/F, Tower 1 & 2, The Quayside,77 Hoi Bun Road, Kwun Tong, Kowloon,
Hong Kong
Email: privacy@hkbn.net
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